Dynamic Web Pages with SIR

A. HTML 
HTML an Introduction.

HTML or Hypertext Markup Language is a means of marking up text so that it can be displayed in a browser. It consists of tags which tell the browser what to display and hints as to how to display it while the browser decides exactly how to display it based on the resolution and screen size of the user. 
By default all whitespace is condensed to a single space, including end of line characters. Thus it is usual to have a lot of tags to control the display; however it is possible to use a particular tag PRE to retain the whitespace and end of lines, this is useful for testing and debugging.

Tags consist of 

     < followed by a code and zero or more parameters and a terminating >

     i.e. <HTML>

Tags usually surround some text and the end of the surrounded text is marked by 

    < followed by / and the code terminated by >

    i.e. </HTML>

If there is no text between the tags the tags can be reduced to 

     < followed by code then /  terminated by >

     i.e. <BR/>

     BR is the code for a line break and therefore surrounds no text.

 Browsers do not rigorously implement the terminating tag so in most cases

   <BR> is sufficient a common single tag is <P> which is the paragraph tag each paragraph should be terminated by a </P> but the browser usually interprets the next <P> as the end of the previous one.

 An HTML document has the following basic layout

 <HTML >

 <HEAD >

 <TITLE >Title to appear on the window title bar</TITLE>

 </HEAD>

 <BODY >

 the rest of the document

 </BODY>

 </HTML>   

        Note: for SIR users that try to create HTML documents programmatically the tags appear like SIR global variables and will be treated as such in the program. There are 2 workarounds for this 1. call sysproc.tools.htmlcode before running the program which uses HTML. This will set up global variables for each tag so that it will be replaced by itself. 2. Use a space in the tag so that it no longer looks to SIR like a global variable.

The most common tags that you will use for formatting output are shown below.
Those under the Forms heading are the ones used to create a form to communicate with SIR


	Structure Tags
	
	<CODE>...</CODE>
	Code sample (usually Courier)

	
	
	
	

	< !  ...   >
	Creates a comment
	
	

	<HTML> ...   </HTML>
	 Encloses the entire HTML document
	<KBD>...</KBD>
	Text to be typed (usually Courier)

	<HEAD> .. </HEAD>
	Encloses the head of the HTML document
	<VAR>. . .</VAR>
	A variable or placeholder for some other value

	<BODY>...</BODY>
	Encloses the body (text and tags) of the HTML Document
	<SAMP>...</SAMP>
	Sample text

	
	
	<DFN>...</DFN>
	(Proposed) A definition of a term

	<ISINDEX>
	Indicates the document is a gateway script that allows searches
	<CITE>...</CITE>
	A citation

	
	<B>...</B>
	Boldface text

	
	
	<I></I>
	Italic text 

	Headings and Titles
	
	<TT>. . .</TT>
	Typewriter font

	<H1>...</H1>
	Headings 1 through 6
	Other Elements
	

	<H2>. . .</H2>
	
	
	

	<H3>...</H3>
	
	<HR>
	A horizontal rule line

	<H4>...</H4>
	
	<BR>
	A line break.

	<H5>. . .</H5>
	
	<BLOCKQUOTE>... </BLOCKQUOTE>
	Used for long quotes or citations

	<H6> ... </H6>
	
	
	

	<TITLE>...</TITLE>
	The title of the document
	<ADDRESS>. . .</ADDRESS>
	Signatures or general information about a document's author

	Paragraphs
	
	
	

	
	
	
	

	<p>...</p>
	A plain paragraph. </P> is optional
	<FONT>...</FONT>
	Change the size of the font for the enclosed text

	
	
	SIZE="..."
	The size of the font, from 1 to 7

	Links
	
	
	

	<A>...</A>
	Creates a link or anchor
	<BASEFONT>
	Sets the default size of the

	HREF="..."
	The URL of the document
	
	font for the current page

	to be linked to this one
	SIZE="..."
	The default size of the font, from 1 to 7

	NAME=...
	The name of the anchor
	

	Lists
	
	Images
	

	<OL>...</OL>
	An ordered (numbered) list
	<IMG>
	Insert an inline image into the document

	<UL>...</UL>
	An unordered (bulleted) list
	
	

	<MENU>. . .</MENU>
	A menu list of Items
	ISMAP
	This image is a clickable
image map

	<DIR>... </DIR>
	A directory listing
	SRC="..."
	The URL of the image

	<LI>
	A list item
	ALT="..."
	A text string that will be displayed in browsers that cannot support images

	<DL>...</DL>
	A definition or glossary list
	
	

	<DT>
	A definition term
	
	

	<DD>
	The corresponding
definition to a definition term
	ALIGN="..."
	Determines the alignment
of the given image

	
	
	VSPAGE="..."
	The space between the image and the text above or below it

	Character Formatting


	
	
	

	<EM>...</EM>
	Emphasis (usually italic)
	HSPACE="..."
	The space between the
image and the text to its left or right

	<STRONG>. . .</STRONG>
	Stronger emphasis (usually bold)
	

	Forms
	
	Tables


	

	<FORM>...</FORM>

	Indicates a form


	<TABLE>. . .</TABLE>

	Creates a table



	ACTION="..."

	The URL of the script to

process this form input.


	BORDER="... "

	Indicates whether the table

should be drawn with or

       without a border.

	METHOD="…”

	How the form input will be sent to the script on the server side.

Possible values

are GET and POST.


	<CAPTION>…</CAPTION>

	The caption for the table



	ENCTYPE="…”

	Only one value right now:

application/x-www-form-

urlencoded.


	ALIGN="..."

	The position of the

caption. Possible values are

TOP and BOTTOM.



	<INPUT>

	An input widget for a form.

	<TR>...</TR>

	A table row



	TYPE="…”

	The type for this input widget. 
Possible values are

CHECKBOX, HIDDEN, RADIO,RESET, SUBMIT, TEXT, or IMAGE.


	ALIGN=

	The horizontal alignment

of the contents of the cells

within this row. Possible

values are LEFT, RIGHT,

CENTER.



	NAME="…”

	The name of this item, as

passed to the gateway script as part of a name/value pair.


	VALIGN="..."

	The vertical alignment of

the contents of the cells

within this row. Possible

values are TOP, MIDDLE.

BOTTOM, and BASELINE

(Netscape only).



	VALUE="…”

	For a text or hidden

widget, the default value;

for a checkbox or radio

button, the value to be

submitted with the form;

for Reset or Submit buttons, the label for the button itself.


	<TH>...</TH>

	A table heading cell



	SRC="..."

	The source file for an image.


	ALIGN="...”

	The horizontal alignment

of the contents of the cell.



	CHECKED

	For checkboxes and radio

buttons, indicates that the

widget is checked.


	VALIGN="…”

	The vertical alignment of

the contents of the cell.



	MAXLENGTH="…”

	The maximum number of

characters that can be entered into a text widget


	COLSPAN="…”

	The number of columns

this cell will span.



	ALIGN="..."

	For images in forms, determines how the text will align ( same as with the <IMAGE> tag)
	NOWRAP

	Do not automatically wrap

the contents of this cell.



	<TEXTAREA>…
</TEXTAREA>

	Indicates a multiline text

entry widget.
	<TD>. . .</TD>

	Defines a table data cell



	NAME="...”

	The name to be passed to

the gateway script as pair

of the name/value pair.


	ALIGN="...”

	The horizontal alignment

of the contents of the cell.



	ROWS=”…”
	The number of rows this

text area displays.


	VALIGN="…”

	Vertical alignment of the

contents of the cell



	COLS=”…”
	The number of columns

(characters) this text area

displays.


	ROWSPAN=”…”

	The number of rows this

cell will span.



	<SELECT>...</SELECT>
	Creates a menu or scrolling list of possible items.
	COLSPAN="...”

	The number of columns

this cell will span.



	NAME="..."

	The name that is passed to the CGI script as part of

the name/value pair.


	NOWRAP

	Do not automatically wrap

the contents of this cell.



	SIZE="..."

	The number of elements to display.


	
	

	MULTIPLE

	Allows multiple selections from the list.


	
	

	<OPTION>

	Indicates an item within a

<SELECT> widget


	
	

	SELECTED

	With this attribute included, the <OPTION> will be selected by default in the list.


	
	

	VALUE="...”

	The value to submit if this

<OPTION> is selected when the form is submitted.


	
	


The above tables were taken from Laura Lemay’s Teach Yourself Web Publishing with HTML 3.2 in 14 Days – Professional Reference Edition
HTML Forms 

    A form is standard HTML mechanism for passing data from client to server via the CGI interface (see below).

A sample form to access SIR is as follows
<HTML>

<HEAD>

<TITLE>SAMPLE FORM ELEMENTS</TITLE>

</HEAD>

<BODY>

<H1> SAMPLE FORM </H1>

<FORM method="post" action="/cgi-bin/sirweb.cgi">

<TABLE>

<TR><TD> Radio Buttons</TD>

<TD><INPUT type="radio" name="rad" value="yes" checked></TD><TD>Yes</TD></TR>

<TR><TD></TD>

<TD><INPUT type="radio" name="rad" value="no"></TD><TD>No</TD></TR>

<TR><TD>Check Box</TD>

<TD><INPUT type="checkbox" name="check" checked></TD><TD>Yes</TD></TR>

<TR><TD>Drop Down Box</TD>

<TD><SELECT name="select" >

<OPTION SELECTED>Yes

<OPTION>No

</SELECT>

</TD><TD></TD></TR>

<TR><TD>List Box</TD>

<TD><SELECT name="list" size=2 >

<OPTION SELECTED>Yes

<OPTION>No

</SELECT>

</TD><TD></TD></TR>

<TR><TD>Text Box</TD>

<TD><INPUT type="text" name="text" ></TD><TD>Type anything</TD></TR>

<TR><TD>Password Box</TD>

<TD><INPUT type="password" name="password" ></TD><TD>Type anything it will appear as stars</TD></TR>

<TR><TD>Text area</TD>

<TD><TEXTAREA name="area" rows="5" ></TEXTAREA></TD><TD>Type anything it will wrap</TD></TR>

<TR><TD>Image</TD>

<TD><INPUT type="image" name="image" value="picture" src="/images/menu.gif"></TD><TD>Click the image to submit</TD></TR>

</TABLE>

<P>

<INPUT type="hidden" name="sirapp" value="sysproc.cgi.runfile">

<INPUT type="hidden" name="RUNFILE" value="sample.pql">

<INPUT type="submit" name="submit" value="submit" >

<INPUT type="reset"  name="reset"  value="reset" >

</P>

</FORM>

</BODY>

</HTML>

This example shows the different input types that can be used and the following pql stored in file sample.pql in the cgi-bin directory will process the form 

call sysproc.tools.htmlcode

program

write(cgi)'<h1> The results </h1>'

write(cgi)'<table>'

write(cgi)'<tr><td>Radio Button</td><td>' [cgivarpn("rad")] '</td></tr>'

write(cgi)'<tr><td>Check Box</td><td>' [cgivarpn("check")] '</td></tr>'

write(cgi)'<tr><td>Drop Down Box</td><td>' [cgivarpn("select")] '</td></tr>'

write(cgi)'<tr><td>List Box</td><td>' [cgivarpn("list")] '</td></tr>'

write(cgi)'<tr><td>Text Box</td><td>' [cgivarpn("text")] '</td></tr>'

write(cgi)'<tr><td>Password</td><td>' [cgivarpn("password")] '</td></tr>'

write(cgi)'<tr><td>Text Area</td><td>' [cgivarpn("area")] '</td></tr>'

write(cgi)'<tr><td>SIR app</td><td>' [cgivarpn("sirapp")] '</td></tr>'

write(cgi)'<tr><td>Runfile</td><td>' [cgivarpn("RUNFILE")] '</td></tr>'

write(cgi)'<tr><td>Submit</td><td>' [cgivarpn("submit")] '</td></tr>'

write(cgi)'<tr><td>Image.x</td><td>' [cgivarpn("image.x")] '</td></tr>'

write(cgi)'<tr><td>Image.y</td><td>' [cgivarpn("image.y")] '</td></tr>'

write(cgi)'<tr><td>reset</td><td>' [cgivarpn("reset")] '</td></tr>'

write(cgi)'</table>'

end program

Obviously there is nothing to stop you writing pql that will create  output that is another form. Thus a complete data entry/reporting system can be created that can be accessed from anywhere in the world. The above example is a program but obviously it can be any PQL that would run in batch mode including retrievals and even, if the web server is on a PC, ODBC calls to other databases such as SQL Server, Access or Oracle.
B. The CGI Standard
The CGI or Common Gateway Interface is the way that the Browser communicates with the Server.

This is the specification for CGI version 1.1, or CGI/1.1. Further revisions of this protocol are guaranteed to be backward compatible. 

The server and the CGI script communicate in four major ways. 
Environment variables 

In order to pass data about the information request from the server to the script, the server uses command line arguments as well as environment variables. These environment variables are set when the server executes the gateway program. 

The following environment variables are not request-specific and are set for all requests: 

· SERVER_SOFTWARE 

The name and version of the information server software answering the request (and running the gateway). Format: name/version 

· SERVER_NAME 

The server's hostname, DNS alias, or IP address as it would appear in self-referencing URLs. 

· GATEWAY_INTERFACE 

The revision of the CGI specification to which this server complies. Format: CGI/revision 



The following environment variables are specific to the request being fulfilled by the gateway program: 

· SERVER_PROTOCOL 

The name and revision of the information protcol this request came in with. Format: protocol/revision 

· SERVER_PORT 

The port number to which the request was sent. 

· REQUEST_METHOD 

The method with which the request was made. For HTTP, this is "GET", "HEAD", "POST", etc. 

· PATH_INFO 

The extra path information, as given by the client. In other words, scripts can be accessed by their virtual pathname, followed by extra information at the end of this path. The extra information is sent as PATH_INFO. This information should be decoded by the server if it comes from a URL before it is passed to the CGI script. 

· PATH_TRANSLATED 

The server provides a translated version of PATH_INFO, which takes the path and does any virtual-to-physical mapping to it. 

· SCRIPT_NAME 

A virtual path to the script being executed, used for self-referencing URLs. 

· QUERY_STRING 

The information which follows the ? in the URL which referenced this script. This is the query information. It should not be decoded in any fashion. This variable should always be set when there is query information, regardless of command line decoding. 

· REMOTE_HOST 

The hostname making the request. If the server does not have this information, it should set REMOTE_ADDR and leave this unset. 

· REMOTE_ADDR 

The IP address of the remote host making the request. 

· AUTH_TYPE 

If the server supports user authentication, and the script is protects, this is the protocol-specific authentication method used to validate the user. 

· REMOTE_USER 

If the server supports user authentication, and the script is protected, this is the username they have authenticated as. 

· REMOTE_IDENT 

If the HTTP server supports RFC 931 identification, then this variable will be set to the remote user name retrieved from the server. Usage of this variable should be limited to logging only. 

· CONTENT_TYPE 

For queries which have attached information, such as HTTP POST and PUT, this is the content type of the data. 

· CONTENT_LENGTH 

The length of the said content as given by the client. 



In addition to these, the header lines received from the client, if any, are placed into the environment with the prefix HTTP_ followed by the header name. Any - characters in the header name are changed to _ characters. The server may exclude any headers which it has already processed, such as Authorization, Content-type, and Content-length. If necessary, the server may choose to exclude any or all of these headers if including them would exceed any system environment limits. 

An example of this is the HTTP_ACCEPT variable which was defined in CGI/1.0. Another example is the header User-Agent. 

· HTTP_ACCEPT 

The MIME types which the client will accept, as given by HTTP headers. Other protocols may need to get this information from elsewhere. Each item in this list should be separated by commas as per the HTTP spec. 

Format: type/subtype, type/subtype 

· HTTP_USER_AGENT 

The browser the client is using to send the request. General format: software/version library/version
· The command line 

The command line is only used in the case of an ISINDEX query. It is not used in the case of an HTML form or any as yet undefined query type. The server should search the query information (the QUERY_STRING environment variable) for a non-encoded = character to determine if the command line is to be used, if it finds one, the command line is not to be used. This trusts the clients to encode the = sign in ISINDEX queries, a practice which was considered safe at the time of the design of this specification. 

If the server does find a "=" in the QUERY_STRING, then the command line will not be used, and no decoding will be performed. The query then remains intact for processing by an appropriate FORM submission decoder. rm. 

If the server finds that it cannot send the string due to internal limitations (such as exec() or /bin/sh command line restrictions) the server should include NO command line information and provide the non-decoded query information in the environment variable QUERY_STRING. 

· Standard input 

For requests which have information attached after the header, such as HTTP POST or PUT, the information will be sent to the script on stdin. 

The server will send CONTENT_LENGTH bytes on this file descriptor. Remember that it will give the CONTENT_TYPE of the data as well. The server is in no way obligated to send end-of-file after the script reads CONTENT_LENGTH bytes. 



Example

Let's take a form with METHOD="POST" as an example. Let's say the form results are 7 bytes encoded, and look like a=b&b=c. 

In this case, the server will set CONTENT_LENGTH to 7 and CONTENT_TYPE to application/x-www-form-urlencoded. The first byte on the script's standard input will be "a", followed by the rest of the encoded string.

· Standard output 

Script output

The script sends its output to stdout. This output can either be a document generated by the script, or instructions to the server for retrieving the desired output. 



Script naming conventions

Normally, scripts produce output which is interpreted and sent back to the client. An advantage of this is that the scripts do not need to send a full HTTP/1.0 header for every request. 

Some scripts may want to avoid the extra overhead of the server parsing their output, and talk directly to the client. In order to distinguish these scripts from the other scripts, CGI requires that the script name begins with nph- if a script does not want the server to parse its header. In this case, it is the script's responsibility to return a valid HTTP/1.0 (or HTTP/0.9) response to the client. 



Parsed headers

The output of scripts begins with a small header. This header consists of text lines, in the same format as an HTTP header, terminated by a blank line (a line with only a linefeed or CR/LF). 

Any headers which are not server directives are sent directly back to the client. Currently, this specification defines three server directives: 

· Content-type 

This is the MIME type of the document you are returning. 

 See http://ppewww.ph.gla.ac.uk/~flavell/www/content-type.html for some interesting features of  Content-type and Internet Explorer
· Location 

This is used to specify to the server that you are returning a reference to a document rather than an actual document. 

If the argument to this is a URL, the server will issue a redirect to the client. 

If the argument to this is a virtual path, the server will retrieve the document specified as if the client had requested that document originally. ? directives will work in here, but # directives must be redirected back to the client. 

· Status 

This is used to give the server an HTTP/1.0 status line to send to the client. The format is nnn xxxxx, where nnn is the 3-digit status code, and xxxxx is the reason string, such as "Forbidden".

This section was taken from http://hoohoo.ncsa.uiuc.edu/cgi/interface.html where you can also find examples
C. Applications Development with SIR/CGI

Developing an application with SIR/CGI once the sirweb.cgi script is installed correctly in the cgi-bin directory is just a matter of writing some PQL that is run by the sirweb.cgi and returns output to the browser. Note that only statements that would run in batch can be used. This may include setting up environment variables, the path and file permissions. It can be called from a form on a web page by specifying http://host/cgi-bin/sirweb.cgi as the action.
Where host is the name of the machine the webserver is running on, this can be specified as localhost if you are using the machine that is the server.  The method can be GET or POST, note that if you use GET  the parameters will be visible in the address bar. You need to specify a hidden text field with the name sirapp which specifies a member in the system procfile which will be executed. There are several members in the CGI family that are set up already the most useful one I have found to be sysproc.cgi.runfile which needs an additional hidden text field called RUNFILE that specifies a file containing PQL that is then run. 
As far as SIR is concerned it does not care which of the methods the web page uses to send data it is always collected by the pql program by the same method. This is through the cgi set of functions

CGIBUFPN
n = CGIBUFPN(buf,pn) 

Used when dealing with CGI from webserver. Puts value of CGI parameter into named buffer. Returns number of lines. Parameters are string expressions. 

CGIBUFSV
n = CGIBUFSV(buf,sv) 

Used when dealing with CGI from webserver. Puts value of server variable into named buffer. Returns number of lines. Parameters are string expressions. 

CGIVARPN
str = CGIVARPN(pn) 

Used when dealing with CGI from webserver. Returns named parameter value in string variable. Parameter name is a string expression. 

CGIVARSV
str = CGIVARSV(sv) 

Used when dealing with CGI from webserver. Returns named server variable value in string variable. Server variable name is a string expression.

The most commonly used of these being cgivarpn(pn) where pn is a string that is the name of the widget on the form. The functions extract the  values for the  parameters from the server variable “QUERY_STRING” or read from standard input as required.
To start using sirweb.cgi one needs to remember one important feature about the web and filestore. The directory structure under http://host is not necessarily the structure you see on the real hard disk the root of the webserver is set in the server configuration as is the location of other directories in it’s hierarchy. These do not have to be in the actual hierarchy. For example the root of the web http://host/ is by default  c:\inetpub\wwwroot for Microsoft IIS now the http://host/cgi-bin would look to be a subdirectory of the root i.e. c:\intetpub\wwwroot\cgi-bin but it could as easily be c:\inetpub\cgi-bin or c:\cgi-bin or even c:\anything. The server configuration maps the real directory to the web one where it is not the usual hierarchy. Links on a web page or action parameters must be written as web structures whereas the pql must use the real hard disk structures when opening files.

Presuming you have your web server software installed and set up and also the SIR software installed and setup (see http://www.soton.ac.uk/~sug/conf2003/sirweb.ppt and http://www.soton.ac.uk/~sug/conf2003/dcdweb.ppt  for details) you should be able to test your installation as follows. 

Create a file called hello.pql in the cgi-bin directory (where sirweb.cgi should also be) containing

Program

Write(cgi) “Hello World”

End program

Enter the following into a browser 

http://host/cgi-bin/sirweb.cgi?sirapp=sysproc.cgi.runfile&RUNFILE=hello.pql
where host is either the name of the machine with the webserver on or it’s ip address or localhost if you are on the server. You should get back a screen with Hello World written on it.  If you do then the server and SIR are working fine. Now try a slight extension to this. Create a file hello.html in the web root directory (if you are on unix you will have to make it world readable) and enter the following into it.
<HTML>

<HEAD><TITLE>Test Hello World</TITLE></HEAD>

<BODY>

<FORM name=”aform” action=”/cgi-bin/sirweb.cgi” method=get>

<input type=”submit” name=”submitbutton” value=”Go”>

<input type=”hidden” name=”sirapp” value=”sysproc.cgi.runfile”>

<input type=”hidden” name=”RUNFILE” value=”hello.pql”>

</FORM

</BODY>

</HTML>

Enter the following into a browser 

http://host/hello.html
You will see a button labeled Go, click this and you will see exactly what you typed before in the browser address bar and it will behave the same way.
Now change get to put in the hello.html file and call it up again (make sure to press control and F5 to force the page to be refreshed) and Click Go
You will find that the details of the submit button are also included.

Now if you have sensitive data filled in on the form e.g. a password you do not want it echoed on the command line for anyone looking over the users shoulder to see so in this case you should change the put to post in hello.html and try again (remember to refresh the page). This time nothing appears after the sirweb.cgi in the address line but all still works.

In the pql above the write is done to the file cgi as in write(cgi) ‘<HTML >’ it does not have to be as write ‘<HTML>’ works fine as well from sirweb.cgi they both write to stdout (standard output). However the cgi form is preferred as it is useful for testing purposes. If you run the program in batch the output from write goes to the output file and will have page titles etc included whereas the write(cgi) will write to sircgi.htm and will have just what your  pql wrote.

Note: <ISINDEX> is an old means of doing input that existed before forms. It has no means of  declaring the script it is going to use, so calls itself with a parameter that is the contents of the input widget. Therefore this tag can only be created as output from the execution of sirweb.cgi . There is also no parameter to tell the script what to do (sirapp) so sysproc.cgi.default is called, you must therefore make sure there is a sysproc.cgi.default that does the correct thing. The value of the parameter is obtained from the server variable QUERY_STRING using cgivarsv(“QUERY_STRING”).
Extentions to <ISINDEX> allow the form <ISINDEX PROMPT=”…” ACTION=”…”> which is more flexible and could be placed in an HTML document.

Another feature of note is that sirweb.cgi automatically sends a content-type header and the required following blank line, however the type can be altered currently to any type that is not binary. To do this  sirweb.cgi looks for a variable called "Content".  If the variable is not defined then the header is "Content-Type: text/html" If Content=PQL then no header will be written; you will need to write in from your pql program. Otherwise you can set Content= image/svg+xml
, or whatever the format of your output requires.

Hints for Application Development
There are some things to bear in mind when developing applications where the web is concerned.  When you are creating a series of PQL programs (e.g. imagine a shopping style application: logon, enter data, check availability, enter more data, confirm what is wanted, etc.) it is easy, as the developer, to think that you are talking sequentially to just one client but of course you are not. The next interaction your PQL has is from some random client. So you need means to get any data you might need for each and every interaction either saving an identifier on the output form, using a hidden text field, which you associate with locally saved information or putting all the information your next bit of PQL needs out onto the form that the PQL generates using, hidden text fields, so that the next interaction can get back again to where it should be in the sequence of interactions for that particular user. Another means of storing this data is in a cookie, which is a file stored on the client machine. A cookie is created and read by means of Javascript, which is a programming language that is used on the client in the browser.
Make sure users can get out of transactions (back to top or some sensible

place) without using the browser back button because that can step through iterations of similar screens.
As in all applications data should be properly validated. A web application will present you with a string variable which depending on what the user has done may have spaces at the start or end. This string will need to be stripped of spaces using the trimlr function and then converted into the required form of string, date, time or number using the appropriate functions. One can then use the validate function to determine whether the value is OK to be used to update the database. These checks will always work even if schema changes are made to the valid values etc. In sophisticated applications it is possible to do some of this validation using Javascript on the web form. There are extensions to the HTML that allow Javascript to be called when events happen, such as when the page is submitted. Using these is it possible to validate data where the rules are not likely to change as the page knows nothing about the schema. If you have an application that is heavily used it is worth doing these checks especially simple ones such as ‘are all the fields filled in’ before submitting the form to the server as this will reduce the load on the central server as it is being done on the client.  
Security
Note that there are ways to make your site more secure either by asking for a username and password. These can be set up in your program or as a feature in the web server. Checks can be made to ensure that data requests are coming from expected previous pages. Data can be sent securely using encryption so that sniffers on the web cannot read the data. This is again set up on the web server and usually uses https:// instead of http://.
